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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee

MIEMORANDUM FOR: Robert A.

13 November 1980

McDonald

Chairman, TK Modification Working Group

COMIREX

Review of APLX Imagery Manual (AIM)
c, D, B, T

and H (U)

FROM:

cecurity Consultant,
SUBJECT:

Appendices B,
REFERENCE: COMIREX-D-2.20/2B

Attached are my comments on Appendices B

, C, D, I, F

of the APEX Imagery Manual (AIM).

Attachment

Distribution:
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Copy - SECOM Subject
Copy - SECOM Chrono
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SECURITY CONSULTANT, COMIREX COMMENTS
APEX IMAGERY MANUAL

APPENDIX B

The definitions to the terms cited below are offered as sub-
stitutions to the definitions provided in the draft:

Classification - The protection afforded official infor-
mation of the United States Government under the guidelines
of Exccutive Order 12065 and Implementing Dircctive Number 1,
Information Security Oversight Office when it has been deter-
mined that unauthorized discliosure of such information as a

minimum reasonably could be cxpected ranse identifiable
damage to the national security. 25X1

The "Glossary of Intelligence Terms and Definitions,'" issucd
15 June 1978 became outdated with respect to this term with the
issuance of E.O. 12065, 28 June 1978. | 25X1

Codeword - Generally, a word or term which conveys a pre-
arranged meaning other than the conventional onc to provide an
abbreviated means of identifying a body of substantive information,
its method of collection or its source. A codeword, inandof itself,
may be protected under E.O0, 12065 whencver it can he determined that
its unauthorized disclosure reasonably could be cxpected as a minimum
to cause identifiable damage to the national security. 25X1

This is an expanded definition of the one provided in the Glossary
of the APLEX Security Manual for Government designed to show when a
codeword needs the protection of classification. [::::] 25X1

Compartmentation - The act of providing protection greater
than that afforded at standard levels of classification whenever it is
determined that National Sccurity Information concerned with sensitive
sources, methods and analytical procedures reclated to foreign intelli-
gence programs needs to be placed under the enhanced protection of
the APEX Special Access Control System, ecstablished and managed by 25X1
the Director of Central Intelligence by formally limiting access
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to such information to only those persons certiflied by a Senior
Intelligence Officer or Senior Administrative Official of the

United States Government to have a nced-to-know in ovder to perform
officially assigned responsibilities.[::::] 25X1

The concepts of protection above standard levels of classification,
the certification by an SIO and the need-to-know concept should be in
the definition of COMPARTMENTATION which has a very special and_unique
meaning in the context of its use in the APEX Imagery Manual. [::] 25X1

Decompartmentation - For imagery intclligence, the act of
selectively removing imaging satecllite reconnaissance material
from the APEX Special Access Control System in accordance with
the set of criteria specified in Part C, Section 3 of the APEX
Imagery Manual. Continued protection of such decompartmented
material is necessary at standard levels of classification under
E.0, 12065. Since the act of decompartmentation nullifies the 25X1
enhanced protection afforded the material bascd on sensitivity due
to its sourcec, method of collection or analytical procecdures assaciated
with its use, a gencric source attribution is now permitted. D5X1

It is necessary to positively state the continued need for
protection at standard levels of classification under E.0. 12065,

TCS-16837-80/2
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